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Visibility Issues with Dark clothes and low light conditions with
approaching winter

Statistics

- In 2017 there were 5,977 pedestrians and 783 bicyclists killed
in crashes with motor vehicles in the USA

- In 2018 there were 6,227 pedestrians and 861 bicyclists killed
in crashes with motor vehicles in the United States

As a Driver

- Be vigilant for passersby and cyclists

- Avoid multi-tasking and distracted driving
- Follow speed limits

For Pedestrian and Cyclist

- Consider having reflecting gear if walking or cycling

- Do not Jaywalk

- Be vigilant for approaching traffic

- Have an eye contact with drivers before crossing the road




Digital Twin And SCADA Control System
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Digital Twin Introduction

« Digital Twins (DTs) are virtual replicas of physical assets,
processes, or systems, continuously updated with real-time data
for monitoring, analysis, and optimization.




Evolution of the Digital Twin

* Originated in NASA’s Apollo mission for simulation of spacecraft
behavior; now central to Industry 4.0 for predictive and adaptive

operations.
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Components of a Digital Twin

Integration
Combining physical
and digital elements
seamlessly.

Model
A virtual representation
of physical assets.

Data
Real-time information to
inform decisions.



Digital Twin

” Representative Models

Data Analytics

@ % Data Management
_

Information and Decision
The concept of Digital Twin Technology. image @ Structville




Providing a virtual-physical
connection to analyze how a

product performs under
various conditions and make

adjustments in the virtual

world to ensure that the
physical product will perform
exactly as planned in the field

Using digital twins to
improve processes and
workflows by allowing
managers to tweak inputs and
see how outputs are affected
without the risk of upending
existing workflow

Using digital twins to capture,
analyze, and act on
operational data, providing
insights for informed
decisions
to maintain effective
interactions among the
components of the system at
the system level




Benefits of Digital Twin

Customization and
Personalization of
Products

Improved Customer and
Client Engagement

Enhanced Safety and
Risk Management

Improved Product
Design and Innovation

Increased Energy
Efficiency

Predictive Maintenance
and Downtime Reduction

Optimized Supply
Chains and Logistics

Enhanced Operational
Efficiency




DT and SCADA: Data Flow Relationship

SCADA collects data —

DT analyzes, predicts, and

feeds back optimized

control parameters —
SCADA executes actions.

This section illustrates the
seamless data flow from
physical sensors to the Digital
Twin, emphasizing how real-
time data collection enables
accurate representations of
physical assets. Understanding
this process is crucial for
effective monitoring and
decision-making in industrial
automation.
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SCADA Control System

Basics of SCADA System
SCADA stands for “Supervisory Control and Data Acquisition”

It is a Real Time Industrial Process Control System

It is used to monitor and/or control automated processes from a
centralized location

Automated processes controlled by SCADA system can be
Water and Wastewater Plants

Water Distribution systems

ITS (Intelligent Transportation System)

Chemical Plant Processes

Oil Refineries

Oil and Gas pipelines

Cement Plants

Electrical Generation and Transmission Equipment

12



SCADA Control System
Basics of SCADA System

History of SCADA System

- ltis evolved from the telemetry system developed
for the Space Program to measure and report
information

- Its biggest challenge was lack of bandwidth

- With the advance of microprocessor technology
and cheap availability of bandwidth led to more
sophisticated monitoring, control and logging of
automated processes, often referred as SCADA
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SCADA Control System

Basics of SCADA System

Examples of SCADA System
Control Room or Operator Control Center (OCC)
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SCADA Control System

Basics of SCADA System

Examples of SCADA System
Control Room or Operator Control Center (OCC)
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SCADA Control System

Basics of SCADA System

Examples of SCADA System
Control Room or Operator Control Center (OCC)
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SCADA Control System

Basics of SCADA System

Examples of SCADA System
Control Room or Operator Control Center (OCC)

&
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SCADA Control System

Basics of SCADA System

Examples of SCADA System
HMI (Human Machine Interface)

"

e e
TREATMENT SYSTEM
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SCADA Control System
Basics of SCADA System

SCADA refers to centralized system which can
monitor and control one or more then one automated

process from a single location.

SCADA System can monitor number of geographically
scattered remote sites, each equipped with PLCs.

The PLCs at remote sites measure and control array
of parameters and will communicate it to a centralized
location for monitoring, control and data analysis, if
needed.
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SCADA Control System
Basics of SCADA System

Most Control actions at the field are performed
automatically by PLC but SCADA system provides the
overriding or Supervisory level intervention from the
control room e.q.

- Allowing operator to remotely change the setpoints
- Enabling or Disabling Alarms from remote location

- Allowing operator to acknowledge Alarms remotely

20



SCADA Control System
Basics of SCADA System

SCADA System monitors the overall performance of
the control system

Basic data acquisition like analog instrument readings,
monitoring equipment status and alarming can be
done in PLC logic in the field and can

be communicated to SCADA for data logging

Acquired data from PLC can be used by the
SCADA system to generate alarms and prompts in the
control room
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SCADA Control System
Examples of SCADA System

Setpoint Digester Feeding System i
|224T072 0.00 227071 0.00 |

Impregnation 53.58.001

System
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Digester 1 T— Steam Digester 2

- PLC controls the running of the conveyors and opening/ closing of the
actuated valves on the base of level transmitters installed at the top of tank

- Differential temperature transmitter detect the working temperature of
the horizontal screw conveyors and controls the injection of steam
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SCADA Control System
Examples of SCADA System

2000-01-01 12:01

Temperature (degC): 2312 | LEGEND:
Level (m) 0.22 O Run/Cpen
B Stop/Closed

63@}:1.295? ! Trip/Failed |

UTILITY

WATER ' (F)0.14Bar | ~L; (FILTERED
. N e WATER

- PLC may control the start/ stop of pumps and opening/
closing of valves on the base of level in the tank

- SCADA system may allow the operator to change
the setpoints for the flow, start/ stop the pumps and open/
close the valves manually, enable and acknowledge the

alarms i.e. Loss of Flow or High Temperature.
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SCADA Control System

Subsystems of SCADA System

- Supervisory Computer

- HMI (Human Machine Interface) Software
- Application Server

- SCADA Software

- RTU or PLC or PAC

- Communication Infrastructure

24



SCADA Control System

Subsystems of SCADA System

Supervisory Computer

- Supervisory Computer is also called an Operator Console

- Operator Console can be an OIT (Operator Interface
Terminal) or can be a PC (Personal Computer)

» OCT 14 2005
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SCADA Control System

Subsystems of SCADA System

Supervisory OIT installed at the front of a Control Panel running
HMI (Human Machine Interface) software
Example:

i ] I“
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SCADA Control System
Subsystems of SCADA System

HMI (Human Machine Interface)

It is a software application running in the operator console
of SCADA system that permits operator to visualize the
Process.

HMI is a mechanism which presents the live process data
to human operator console and it helps the operator to
monitor, log or control the process.

It is a custom Software which provides Graphics based
visualization of an Industrial Control and Monitoring System

HMI is also called Process Visualization Software and run
on supervisory computer

27
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SCADA Control System

Subsystems of SCADA System

HMI (Human Machine Interface). Example Screen

‘ BLD200 Risk Mitigation System
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SCADA Control System

Subsystems of SCADA System

HMI (Human Machine Interface). Example Screen




SCADA Control System

Subsystems of SCADA System

HMI (Human Machine Interface). Example Screen

’ October-27-16 10:21:36 AM




SCADA Control System

Subsystems of SCADA System

Application Server

It is computer hardware running SCADA software

It is suppose to host the software and applications that

are computationally intensive and which require big memory
storage capacity i.e.

- SCADA Software

- Database Management System

-  Data logging

- Historical Data Trending

-  Data Reporting

- Production Management Software

- Process Optimization Software

- SAS (Statistical Analysis System) Software etc
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SCADA Control System

Subsystems of SCADA System

Application Server

Application servers can act as secure
remote terminal server providing access
for multiple users simultaneously and
controlling privileges and area access.
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SCADA Control System

Subsystems of SCADA System

SCADA Software

Development platform for SCADA
Application
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SCADA Control System

Subsystems of SCADA System
PLC (Programmable Logic Controller)

It is a solid state control device that is programmed to
automatically control an industrial process or machine.

Developed by automotive industry to reduce their
change over costs of relay panels required by annual
model changes

Its different variants are
- RTU (Remote Terminal Unit) and
- PAC (Programmable Automation Controller)
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SCADA Control System

Subsystems of SCADA System

Communication Infrastructure

It involves transmission of data in digital form from one place to other place

There are many standards for industrial networks made by standards-making
body

Industrial networks are designed for efficiently transporting certain types of
industrial automation data

Industrial Networks are classified with the following titles
- Discrete Sensor Data
- Process Control fieldbus
- Control Level Network
- Information Technology Networks

36



SCADA Control System

Subsystems of SCADA System

Communication Infrastructure

Different Industrial Network Standards are below

- AS-l (Actuator Sensor Interface) - LonWorks

- CAN (Control Area Network) -  Modbus

- CAN Open - Profibus-DP
- DeviceNet - Profibus-PA
- SDS - Profinet

- ControlNet - WorldFIP

- EtherNet/ IP - Interbus

: Foundation Fielbus H1
. Foundation Fieldbus HSE

37



SCADA Control System

Subsystems of SCADA System

Communication Infrastructure

System Workstation  Operator Station Application Server

Control Bus

Control Module u

HART/ Classic I/O H1 Fieldbus Profibus



SCADA Control System

Network Diagrams of SCADA System

Example
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SCADA Control System
Capabilities of SCADA System

Most SCADA software provides a wide array of functions including

Access to Live Data

- Custom Graphics Design and Display
- Alarm Generation and Display

- Data Logging and Historical Trending
- Custom Reports

- Scripts

Capabilities above can be lumped into single monolithic software application
or made available as individual components in a suite.
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SCADA Control System
Capability of SCADA System

Access to Live Data

Once Communication aspects of SCADA Software are
configured, SCADA software poll the programmable controllers
at the preset intervals.

Live and real time data is accessed by the SCADA Software
and its components for Processing.
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SCADA Control System
Capability of SCADA System

Custom Graphics Design and Display

User can design and display graphic representation of the plant
with real time data displays, regularly refreshed, superimposed
on graphics in the display, corresponding to their approximate
location in the process.

Custom Graphics display is also called HMI (Human Machine
Interface)

HMI Software is software application running on the operator
consoles

It helps the operator to visualize the process

44



SCADA Control System

Capability of SCADA System
Custom Graphics Design and Display

True to life, animated process visualization is possible because
of the built in, ready made symbols libraries included.

Customizable and dynamically updated screens mimic the
process needs to be controlled.

Graphic screens grouped and linked in hierarchies where user
can dig down to the status of individual instrument from
overview screen of plant.
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SCADA Control System

Capability of SCADA System
Custom Graphics Design and Display
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SCADA Control System

Capability of SCADA System
Custom Graphics Design and Display
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SCADA Control System
Capability of SCADA System

ustom Graphics Design and Display
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SCADA Control System

Capability of SCADA System
Custom Graphics Design and Display
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SCADA Control System

Capability of SCADA System
Custom Graphics Design and Display

Z Template Builder - Instrument Demo
File Edit Help

Standard l Advanced ] Gadgets ]
s TAmHNEEEEr o B0 =

Z CONTROL PANEL

Template

Property Walue |

Mame COMTROL PAMEL

Ancess group ]

Left 1] -

Top i] P 4

Width 740 1 10 L S{ADNH | MI
1 U L L "

Height 50 - ; S S{] ARE

BkCalor 192,192,192 - -

Gates MU Preszure, 1 MUM Level, 1 MUM.T empen

Open function

Cloze function

Hidden False
Style Fined
Stay on top Falze

SIGNAL ARALY FER

50



SCADA Control System
Capability of SCADA System

Alarm Generation and Display

User can define alarms for the automated process, which will
cause a visible display on the operator console such as blinking
red text with audible indication.

Alarms can be defined to have a time stamp and logged for
later retrieval for analysis and review.

Alarms can be defined to split into categories on the base of
severity or priority and different system operators can be given
unique rights to see or acknowledge the alarms.

Alarm Generator monitors variables to detect level and
deviation conditions such as HIHI, HI, LO and LOLO.
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SCADA Control System
Capability of SCADA System

Alarm Generation and Display

Alarm configuration is a matter of creating an
event area, hierarchical organization of the alarms,
setting of limits and priorities.

Alarm summary display is embedded in the HMI

graphics to display alarms as a list and permits the
operator to acknowledge it.
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SCADA Control System
Capability of SCADA System

Alarm Generation and Display

In Alarm summary, alarms can be sorted in any
defined criteria.

Logged clients subscribe to alarms from SCADA
servers but can specify alarm filters, filtering alarms on
the base of area, type, priority etc
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SCADA Control System
Capability of SCADA System

Alarm Generation and Display
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SCADA Control System
Capability of SCADA System

Alarm Generation and Display
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SCADA Control System
Capability of SCADA System

Alarm Generation and Display
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|1 [Alam_pressure_hi |1 Alarm - High Pressure - value %5.1Fbar - CMP Delta_pressure |1 3 3 i} 1 High T F T a HUM Pressure 1
|2 [Alam_pressure_lo 1 Alarm - Low Pressure - value %If bar CHP Delta_pressure 1 ] -3 1] 1 Low T F T 1] MU Pressure 1
|3 [Alamn_level hi 1 Alarm - High Level - value %511 m CHP Delta_level 1 3 3 1] 1 High T F T 1] MM Level 1
|4 |Adarmn_ level lo 1 Alarm - Low Lewvel - value %571 m CHP Delta_level 1 =] -3 a 1 Low T F T 1] ML Lewel 1

5 Alaimn_temperature_hi 1 Alarm - High Temperature - value 25.11F °C CMP Delta_temperature 1 3 3 1} 1 High T F T a MHUM Temperature| 1
|6 |Alaim_temperature_lo 1 Alarm - Low Temperature - value %51 °C CMP Delta_temperature 1 5 -3 1} 1 Low T F T a HUM Temperature | 1
|7 [Alarm_humidity_hi 1 Event - High Humidity - value 2511 & CHP Delta_humidity 1 3 1 1] 1 High |F F T 1] MU Humidity 1
|8 [Alarrn_humidity_lo 1 Event - Low Humidity- value %511 & CHP Delta_hurnidity 1 g -1 1] 1 Low F F T 1] MM Hurnidity 1
|9 [Alarn_curent_hi 1 Ewent - High Current - value Z5.11F & CHMP Delta_curent 1 3 1 a 1 High |F F T a ML Current 1
10| Alaimn_curent_la 1 Ewent - Low Current- value 25 11F A CMP Delta_curent 1 5 -1 1} 1 Low F F T a MHUM Cuirent 1
11 | Alaimn_volkage_hi 1 Ewent - High Vaoltage - value %511V CMP Delta_voltage 1 3 1 1} 1 High F F T a HUM Yaoltage 1
12 [Alam_volkage_lo 1 Ewent - Low Yoltage- value 25.11FY CMP Delta_voltage 1 ] -1 i} 1 Low F F T a MHUM Yolage 1

13 |Alam_gain_hi 1 Event - High Gain - value %511 ChP Delta_gain 1 3 1 0 1 High |F F T 0 ML i 1
W ain 5 5 Lo

Type

Condition gate

Gate D

General Condition WMessagel Class ]

MNID

P

|De\ta_gam

Operator
s -

Compare

&+ Fixedwvalue

-1
Filter tirme (s)

peee

" Gate

Ok

Cancel Help
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SCADA Control System

Capability of SCADA System
Data Logging and Historical Trending

SCADA Software includes Data Logger which logs the data in
the underlying database engine i.e. SQL

Groups of parameters are created for different sampling or
polling rates

Logged data can be processed and analysed to calculate
Average, Minimum, Maximum and Totals etc

Trend Viewer can display logged data in different types of
graphs for customized ranges
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SCADA Control System

Capability of SCADA System
Data Logging and Historical Trending

Celanese_BLD200 Analog Value AlTs Trend Screen - /CelanesedR//

BLD200 Analog Value Trend Screen 1 of 5

Trend November-02-16

3:24:23 PM 3:36:23 3:48:23 41223 4:24:23 PM
02/11/2016 0211112016 02/11/2016 0211112016 02/11/2016
Caption Min Max
ATT18677A | 0[-10.000000e-7 10.000000e-7|% LEL
ATT186778 | 0/-10.000000e-7 |10.000000e-7 % LEL
AT18677C| 6| 6 (% LEL

ATT18677D | 0/-10.000000e-7[10.000000e-7 |% LEL

i ATT18693A 0[~10.000000e-710.000000e-7 % LEL

~AIT18693 {000000e-710.000000e-7 | % LEL |
AT18693C | o| o [% LEL
AIT18693D | 0/-10.000000e-7 [10.000000e-7 |% LEL
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SCADA Control System

Capability of SCADA System

Data Logging and Historical Trendin

423 Celan &
& Runtime Security

¥ Displays
&3 Global Objects

&, Symbol Factory

B0 Recipes

E Local Messages

B3 Trend Templates

P Trend Snapshots
=23 HMI Tag Alamms

2] Alam Setup

£\ Suppressed List
=23 Logic and Control

ij Derived Tags

Celanese_BLD200 Analog Value AlTs Trend Screen - /Celanese4R_2Nov2016// (Display)

Trend Properties

General | Display | Pens | X-Axs | Y-Axis

Pen Attributes

Overays | Template | Runtime | Common

23 M Tags BLD200 Analog Value Trend Screen 1 of 5
_‘1%@;:\;; Trend  September-29-15

L@j [E\v’ents Model Color | Visile
: B (;‘d,c,r‘o;,. CelaneseBLD200AnalogAlTsValues I | On
- \Eh eys CelaneseBLD200AnalogAlTs' | On
=23 Data Log CelaneseBLD2! On
+ &F Data Log Models CelaneseBLD2
# {8 C 4 eecHlD?
CelaneseBLD2
=8 R 38 Value)
=] System Value}
(3 Action Groups 3D Value} CelaneseBLD200AnalogAl TsValues
(] Policies
+1-#% Networks and Devices
#)(_] Users and Groups g
C 14:16:15 14 2:15
#1(3) Connections S 2015] | PenSource: [ TagLive Data) v Add Pen(s). 0929
[ Caption Value [Min|Max Muliple Pen Edits
LR Ol E Visble | Width | Type | Style | Marker | Min | Max | Eng Unis |
AT186778 0| 1% LEC [ [
[ Amig677C 0| A% LEL
AT18677D| o] A
- AIT18693A 0| 1[%LEL Clear Selections Apply to Selected Pen(s)
AIT18693B 0| 1% LEL
AIT18693C 0| 1[%LEL
AIT18693D 0| 1% LEL OK Cancel Help

61



SCADA Control System

Capability of SCADA System

Data Logging and Historical Trending

{7 | FactoryTalk View Studio - View Site Edition (Local Station)
File View Settings Tools Window Help

FES D2Elo &0E

Explorer - CelanesedR_2Nov2016 2

=& Local (CAYEG644HBWRWZ1)
- Celanese4R_2Nov2016

CelaneseBLD200AnalogAlTsValues - /Celanese4R_2Nov2016/ (Data Log Models)

L

13 Symbol Factory

E Local Messages
2% Trend Templates
q’, Trend Snapshots
=23 HMI Tag Alams
Q.]] Alam Setup
£ Suppressed List
=23 Logic and Control
} Derived Tags
Events
+ & Macros
3 Client Keys
=53 Data Log
=Ep Data Log Models
Celanese4RAnalogValues
Celanese4RSetpoints
CelaneseBLD200AnalogAlTsValues
CelaneseBLD200AnalogMiscValues
CelaneseBLD200AnalogPITsValues
CelaneseBLD200AnalogTITsValues
CelaneseRTOAnlogTITsValues
& :@ Celanese4R Alams
RSLinx Enterprise
=[] System
(1 Action Groups
%] Policies
425 Networks and Devices
#{_] Users and Groups
#{_] Connections

+

| [BLD200JAIT_18677C Value

| add [BLD200J4IT_18677D Value

#I{ag] Libraries — [BLD200JAIT_186934, Value
+ Images [BLD200JAIT_18693B Value
% Parameters _ Remove | [BLD200JAIT_18693C Value
9 Recipes (Removeal | [ELD200J4IT_18693D Value

[Celanese4R VT 800504X100
[Celanese4RVTE0050BX100

10 Tag(s] in the Model

€= Runtime Security Setup 1 Paths 1 File Management 1 Log Triggers ] Tags in Model
=1 4] 2
t@‘ pelasrtase R_2Nov2016 Enter tag names, separated by a space if more than one, in the
' System "Tag(s) to Add" box, then choose the "Add" button to add them | oK ‘
Command Line to the list of tags in the model. )

SN HMI Tags | cancel |

- gf Tags Tagls) to Add: | @ =
-3 Graphics =

+ Displays Tags in Model: [BLD200JAIT_186774 Value \7}7@?7‘

i Global Objects [BLD200JAIT_18677B Value
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SCADA Control System
Capability of SCADA System

Data Logging and Historical Trending

E= Twx32 - TrendWorX32 Logger Configurator by SMAR
File Edit View Go Action Tools Help

D& Bd @

=28 ? 20O

EBX

=I+/# Configurations
= €1 Histarian
-5 DatabaseGroup!
- A LoggingGroupl
Ty TC123.PY.VALLE

|Ready

Logging name | Signal Name

Logging type |Deadhand type |

FEhTC123.PY.VALUE  Smar.Dfi0leServer.0\TC-123.P¥ YALLUE  All Samples Absolute

| Mame,

Status: |Unkhnum - server is stopped

'Lnggingﬁroum
Data Collection | Logging | Tablefs) management |

[3;‘}5 Control board ? Start Conditions _& Stop Conditions

Hours: Min: Secs: Meecs: Control board

Datacol rate: [0 = |0 = |1 Hjo H

Calculahon

period: v Hpb Hf Hpo = Q

[~ Enable Batch Tracking

5
-

‘ Add New Log. Group

1 Ohjech(s) LM

[ o
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SCADA Control System

Capability of SCADA System

Data Logging and Historical Trending

Edit Trend Pen
General lﬁllarms | R anges | Totahzer | |deal Pen

Tag .E:Eru:uup'l LoggingGroupl. TC123 PV WALUE

Desc: [TC123 PV

Options
v Visible

[

Staiw Plot [

Pen Marker

-
v Pen Comments
-
-

Show Samples

-

Colar:

Cancel

Units: .HDt_ Assigned
Type: History
Persistent Group: Mot Assighed
Shyle
Lire: & olid «~| Details s
I ol J Fprmat: |
Width: |1 = Fiker: | Last Sample =
Ploter T —
A airmum
b ;;-_:Tlrne
Minirmumm
MinTime
Raw Data
StDev
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SCADA Control System

Capability of SCADA System
Data Logging and Historical Trending

= - 8 v | % BB e E

Stait value | Sample | Sample frequency (2] | Read block | Record on historical file | Enable writing to device | Access roups

T
2 |0 1] Pressure_contral_on 2 Fresszure control enable [dial) 0 Mever F T 1]
3 |0 1] Fressure_contral_on 3 Fresszure control enable (sider 2] 0 Mever F T 1]
4 |0 1] Lewvel control_on |1 Fressure control enable [sider 1] 0 Mever F T 1]
5 |0 1] Level contral_on |2 Pressure cantrol enable [dial) 1} Mever F T 1]
B |0 1] Level contral_on |3 Presszure control enable [shider 2] 0 Mever F T 1]
7 |0 0 Current_set 1 Current getpoint 20 1] Mever F T 0
a8 |0 0 Current_set 2 Current setpoint 40 1] Mewver F T 0
= 1] Current_set 3 Current setpaint 60 0 Mever F T 1]
10 |0 1] Current_set 4 Current setpaint 80 0 Mever F T 1]
11 |0 1] Woltage_set 1 Yoltage setpoint +10 0 Mewver F T 0
12 0 1] Woltage_set 2 ‘Yoltage setpoint +10 i] Mewver F T 0
13 [0 1] Woltage_set 3 ‘Yoltage setpoint +10 i] Mewver F T 0
14 [0 1] Woltage_set 4 ‘Yoltage setpoint +10 i] Mewver F T 0

tal pates

General ]Sampling ] Value ]

|Pressure_contr0|_0n j Gate ID ™ Record on historical file
¥ Enakle writing to dewvice

1 | NID

Description

|Pressure control enable (slider 1)

ACCESS gQroups

| Choose...

Cancel Help




SCADA Control System
Capability of SCADA System

Custom Reports

The logged data can be extracted from underlying
SQL database to generate reports based on some
filter criteria.

Historical Trend loggers and alarm or event loggers
usually have an accompanying reporting tool which
can be configured to extract information from the
database and present it in a predefined layout.
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SCADA Control System
Capability of SCADA System

Custom Reports

Report Viewer may be embedded into graphics or may
be stand alone tool which can be launched in SCADA
application.

Report configuration may include designing report
format and selecting when the report shall be
generated i.e. daily, weekly, monthly etc

Reports can be printed, sent via email or can be saved
In different formats.
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SCADA Control System
Capability of SCADA System

Custom Reports

- B3aEBE 0 v 0H e &

@. Autamatic W ashing System Demo Trattamenta
[ Configuration
[ Gates
[C1 Code
[1] Recipes
4 Reparts
#-(Z Templates
#-(21 Images
[ Keyboard
= Iﬁ Car Sirmulation
[ Configuration
[ Gates
[ Code
[ Recipes
(13 Repoarts Automatic Was
[ Templates
[ Images Report setlings I
[ Keyboard
=8 Cerarics Kin File type [RTF [Rich Text Format) |

(L] Configuration
(1] Gates Create a maximum of 50 ﬁ files in <project folder:\ReportshTrattamento

(£ Code
(10 Recipes Copy last report b | Browse...

[ Reports
[0 Templates
(23 Images Edit master file to define lapout and conterts of each Manually | Type
lﬁ ED K;yb[u)ard created report

= struder Demo
[2 Configuration
[ Gates Edit
(L] Code
(L] Recipes
(L] Reports Optiong

Templates
g Images [ Convert to PDF format

ng System Demo - Report: Trattamento

Master file Creation schedule

[0 Keyboard I”" Show an creation

= B8 Home Automation Demo [~ Pirtt on creation
(L3 Configuration
[ Gates

[ Code

(L] Recipes Ok | £ Cancel Help
[Z Reports
[ Templates
L] Images
[ Keyboard




SCADA Control System

Capability of SCADA System
Scripts

VBA language is the primary language used for HMI Scripts.

Elements of VBA are functions, statements, methods, objects
and events.

VBA functions permit sophisticated scripts to perform all kinds
of tasks including program flow control, data conversion, file
management, file access, arithmetic, comparison and logic.

Familiar keywords include IF-THEN-ELSE, FOR-NEXT, GO TO
etc
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DatalogOn Celanese4RAnalogValues
DatalogOn Celanese4RSetpoints

DatalogOn CelaneseBLD200AnalogAlTsValues
DatalogOn CelaneseBLD200AnalogMiscValues
DatalogOn CelaneseBLD200AnalogPITsValues
DatalogOn CelaneseBLD200AnalogTITsValues
DatalogOn CelaneseRTOAnlogTITsValues

Choose a command and click Next to fill in its parameters.

Writes the value resutting from an exp...
Closes the specified item.

Acknowledges an alam or a group of ...

Acknowledges all outstanding alams.
Accepts alam tag edits.

DataLogMerge ToPrimary
DataLogNewFile
DataLogOff

Logs tag values to the data log file for...

Coritbrn Somm I S mmnnnder

LogOn
AamLogRemark Rext] [/R] [/Sn] [/P] [/ Ttagname]
AamLogSendToOdbe

AlamOff
AlamOn [/H] [/Atagname] [/Utagname] [/N]
AlamPrintOff

DataLogMerge ToPrimary <file> or *
DataLogNewfFile <file> or *

DataLogRenameFile file> <LogFile|DString>
DatalogSnapshot ile> or

Nbl amCorib Dol il e




A Code Builder - [Automatic Washing System Demo\ProcessesConfiguration.wil]

string ¢
hool err

return;

fal=se) then

ikhile aprire il t. ecipeNamwe + "'",| "Error




SCADA Control System
Commonly used SCADA Software

Some commonly used SCADA Software are below

- iFIX by Intellution

- Wonderware by InTouch

- WIinCC and WinCC Flex by Siemens

- FactoryTalk SE and ME by Rockwell Automation
- Genesis by Iconics

- eXlLerate by SpritlT

- CitectSCADA by Schneider Electric
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SCADA Control System
Commonly used SCADA Software

Some commonly used OpenSource SCADA Software
are below

- WinLog Lite by Sielco Sistemi

- OpenControl by Buraqg Integrated Solutions
- IGSS by 7-technologies

- Free SCADA

-  SZARP

- Argos

-  Mango

- IntegraXor
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SCADA Control System
SCADA System Design Objective

User Friendly Application according to User
Requirements

Easy to understand Interface

Hieratical structure of screen with easy screen
Navigation

Consistency of SCADA Application

Scalable design
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SCADA Control System
SCADA System Design Objective

Less user training involved

User able to check the status of field devices
and be able to control the devices manually via
HMI or via Auto Code

of PLC

User be able to easily troubleshoot failure
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SCADA Control System
SCADA System Design Challenges

Hierarchical organization of the process
Creating prototypes of the devices

Issues with SCADA Software and its Hot Fixes
Trying to make Pop-ups or faceplates work
Communication issues between PLC and HMI

Issues with SCADA Software Scripting
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SCADA Control System
SCADA System Design Challenges

Example of issues with SCADA Software scripting

If (SmartTags('"22KV043.0P_STS'")=1 And SmartTags("22KV043.CL_STS")=0) Then
A22 DigFeedSys KV43=1

Else If (SmartTags(""22KV043.0P_STS'")= 0 And SmartTags(""22KV043.CL_STS")=1) Then
A22 DigFeedSys KV43=2

Else
A22 DigFeedSys_KV43=3

End If

End If

OR

If (SmartTags("22KV043.0P_STS'")= True And SmartTags(""22KV043.CL_STS'")= False) Then
A22 DigFeedSys KV43=1

Else If (SmartTags(""22KV043.0P_STS")= False And SmartTags(""22KV043.CL._STS")= True) Then
A22 DigFeedSys KV43=2

Else
A22 DigFeedSys KV43=3

End If

End If



SCADA Control System

Control System Documentation

Different Types of Control System Documentation
iIncludes

- PFD (Process Flow Diagram)

- P&ID (Piping and Instrumentation Diagram)
- Process Control Narrative

- Instrument List

- Input/ Output List

- Specification Form

- Logic Diagrams

-  Cause & Effect Sheets
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SCADA Control System
Control System Documentation

Different Types of Control System
Documentation includes

- Instrument Location Drawings

- Loop Diagrams

- Standards and Regulations

- FAT (Factory Acceptance Sheets)
- SAT (Site Acceptance Sheets)

- Operation Manuals
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SCADA Control System

Example Projects
- Water Pumping Stations
- Emission Reduction System

- Pumping Station

80



SCADA Control System

Example Projects

Water Pumping Stations
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SCADA Control System

Example Projects

Water Pumping Stations
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SCADA Control System

xample Projects

roject: Pumping Stations

Engineer

o &

614G-3000

614G-3004

614G-3005
&
P

ALARM TIME

ACK TIME

WEST PAW POND GVERVIEW SCREEN Thursday,
July 07, 2016

l DVER{QEW CTRL-1 CTRL-2 CTRL-3 CTRL-4 ALARMS SYSTEM DATA LOG 41490 PM

AT30001

HEi 125
LT SELECTOR

LT

MODE SELECTOR

MESSAGE
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SCADA Control System

xample Projects

ng Stations

roject: Pump

Engineer i WEST PAW POND CONTROL SCREEN | =T

a8 - i RL CTRL3 " ALARM e | pataLoc RIS
; - 2 42554 PM

ol RIS SPEED CONTROL RUN TIME (H)

' 5 TOA | AUTO PV % AUTO | 147

614G-3000 STS | RUNNING  LOAD i

61463001  RDY STS > LOAC 19 A
7

614G-3002

614G-3003

AUTO
614G-3005 RUMNNIN LOAI

PUMPS SPEED PUMPS PERMISSIVE

@




SCADA Control System

xample Projects

roject: Pumping Stations

Engineer

d &

HV30007 ¥

CLOSECMD

HV30009
CLOSECMD

INSTRUMENT

AT30004 \
3 13| PPM
il |

TRL

STATUS

WEST PAW POND CONTROL SCREEN 2

1 [£TRL-2 TRL CTRL4 ALARMS | SYSTEM

CONTROL ALARMS

AUTO

MAN

PV LL ALM SETP PV LO ALM SETP 'V HI ALM SETP

Thursday,
July 07, 2016
4:26:16 PM

PV HH ALM SETP

RUNNINC

RUNNING
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SCADA Control System

Example Projects

Project: Pumping Stations

WEST PAW POND CONTROL SOREEN 3 Thursday

OVERVIEW | oTRL1 CTRL2 OTRL3 CTRL4 | ALARMS | sYSTEM | DATALOG |UUYOZ2016
42635 PM

PV LL ALM SETR PV L0 ALM SETP TPV AIMEE T BV i ALM SETR

30.00

PI30005
125.00 KPa-g

LT30013A




SCADA Control System

xample Projects

roject: Pumping Stations

1 WEST PAW POND CONTROL SCREEN 4 Thursday,
OVERVIEW CTRL-1 TRL-2 CTRL CTﬁH ALARM: Sy ATA LOG .iutysnjé F2]uh;6
AP o

DOTY PMF STR/ §TOP SETR
_ SUMMER MODE

LC30013

OTY 5 STSETR
DTY{ SPSETR

DTY 4 ST SETP
DTY 1/2 8P SETP

DTY 3 ST SETP

OTY 1/2/3 8P

WEST PAW POND CONTROL SCREEN 4
CTRI ALARMS SYSTEM

‘ OTY PMP STRT/ STOP SETP

LE30013 WINTER MODE

DATA LOG

OTY 5 8T SETP
DTY 4 SP SETP
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SCADA Control System

Example Projects

Project: Pumping Stations
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SCADA Control System

Example Projects

Project: Pumping Stations

WEST PAW POND OVERVIEW SCREEN

Engineer . m g
e a OVERVIEW!  CTRL 2 CTRL3 CTRLA4 ALARMS | | SYSTEM ATALOG. B2i00 P

E-HOUSE PUMP HOUSE
614G3000 100 Ti30002 TI30001

AUTO |3 ‘ TTL e ’i} %5 “ g ! T '§| _ﬂ
’ ‘ .

61463001 |
AUTO |2 b p_pme-pmumndl.ma

STEM SCREEN e
hursday,
Ju

=
,<em’0te Run Processor Present

OK E

Forces

Controller Properties
61463002 ay oy L, i Shortcut: [PLC]

614G-3003

@ |
e

614G-3004

614G-3005

Name
Time
Firmware:
Module

WEST_PAW

7/07/2016 4:27:51 pm
Revision: 24.11
1756-L73/B LOGIX5573

Minor Faults
51592 Prog

Communication
Comm Time Slice (%)
mm % CPU Available for Comms
mm % CPU Used by Comms
Optimized Packets

Max Opt. Packets Used
Opt. Packets Max Instance:

FLT ALM—]
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SCADA Control System

Example Projects in Transportation

Remote monitoring of Subways and Metros

Remote monitoring and control of

- Traffic signals,
- Rail track signals,
- Railroad crossing gates

Remote monitoring, Control and data
acquisition of unmanned vehicles for
preventive maintenance

Regulates traffic lights, remote control of
traffic flow and detection of out-of-order
signals
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If there is an interest, next proposed session can be

- Basics of Control System

- Evolution of Control System

- Types of Control System

- Basics of PLC Control System

- Features of PLC and its benefits

- Application of PLC

- PLC Hardware

- Basics of Relay Logic and its comparison with PLC
- Applications of PLC and Relay Logic (Interlocks)
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SCADA of MKB Enterprises (Pvt) Ltd Plant

3/3/2025 3:03:18 PM

MKB Enterprises (Pvt) Ltd

Main Screen

‘Machine 1

Q

6

Machine 4

D

0

Machines Configuration

Machine 2

0

Machine 5

0

O

Q

Machine 3

D

3

Machine 6

Q

1

About
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SCADA of MKB Enterprises (Pvt) Ltd Plant

3/3/2025 3:04:00 PM

MKB Enterprises (Pvt) Ltd

Machines Configuration Screen

Main Machine 1 Production

Machine 2 Production | Machine 3 Production | Machine 4 Production | Machine 5 Production | Machine 6 Production

Machines

Machine 3

Machine 6

Machines Status

Shift Selection

Card Selection
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SCADA of MKB Enterprises (Pvt) Ltd Plant

MKB Enterprises (Pvt) Ltd

3/3/2025 3:05:27 PM

Machines 3 Production Screen

Main

Machines Status

Configuration

Machine Shift

Production
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SCADA of MKB Enterprises (Pvt) Ltd Plant

MKB Enterprises (PVT) LTD

HMI Application

—

Welcome to the’HMI Application
of MKB Enterprises (PVT) LTD

A

F o ¥ B ol . Tall T : - | —:‘ "‘ q H
LIIC l U UM el e | ”}"“
- 2NN .



SCADA of MCL Asphalt Plant

Mohmand Construction Limitted Asphalt Plant
HMI Application

e

O G

Welcome to the HMI Application
of MCL Asphalt Plant




SCADA of MCL Asphalt Plant

11/3/2025 7-25:58 PM | Mohmand Construction Limited Asphalt Plant

Main System Screen Enter Total number of Batches | [o

Agrregate Staorage Agrregate Dryer Dust Control and Hot Aggregate Hot Bin Storage and Puamill Mixing System Heated Bitumen Truck Loading
and Cold Feed System and Heating System Collection System Screening System 3atch Preparation Systen g g =y Spraying System System
SC|
_OCAL MODE -J
&

0.0

Kg

v
s
e

Batch Formula

o B B e |
@)
~
Q
©

Manual Mode

Asphalt Mixing Time Q Sec

Mixing o ENTER
Time ) |

L G . O S, S 7 0 . S 0. N, ¥ 5.




SCADA of MCL Asphalt Plant

Mohmand Construction Limited Asphalt Plant

Aggregate Dryer System - Alarm Screen

%

Main System Configuration Alarm

Mixer Motor

Dust Control and
Collection System

Exhaust Motor

0060

Dust Contral and Burner Blower Motor
Collection System

Aggregate Storage
and Cold Feed System

it 4# Degree C
Dryer S5ystem

Msaber OF SEat li##### Day Total li##### Month Total li#####

No. Time \Date Status | Text
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SCADA of MCL Asphalt Plant

Mohmand Construction Limited Asphalt Plant

Heated Bitumen Spraying System - System Screen

Main System Configuration Alarm | S

Weight Of Heated | K
Bituman i ;

| Bituman Spray Motor |

| Bituman Valve | D
| I ﬁ

Pugmill Mixing System

Truck Loading
Sy=tem

No. Time Date Status |Text ler |
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SCADA of MCL Asphalt Plant

Mohmand Construction Limited Asphalt Plant

Heated Bitumen Spraying System - Configuration Screen

Main System ‘ Configuration Alarm l $C

Analog Instrument HIHI Setpoint HI Setpoint LO Setpoint LOLO Setpoint Current Value

Weight of heated
Bitumen

AUTO MANUAL
Heated Bitumen Spray Not Running : Runtime
Motor in Pugmill Reset

Weight of Heated Day Total [— D Vi week Total wask vome RIS ’—— S
gBituman ErEa 0.00 TReser Volume ,W Reset Volume 0.00 onth Volume
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SCADA of MCL Asphalt Plant

Mohmand Construction Limitted Asphalt Plant

_HMI Application
i “G
F““J ‘

Welcome to the HMI Application
of MCL Asphalt Plant

0 pen the HMI

: v Ay tVL./‘L ﬁL. A‘

. q § ( ‘1 Ney &draa uq
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Relationship Between DT & SCADA

 From SCADA to Digital Twin

SCADA supervises, Digital Twin simulates — together they enable
intelligent automation

SCADA DIGITAL TWIN

Superviiory Control & Data Acquisitin Virtual Replica
Real-time Maniioring Simulation & Analysis
Precess Control Predictive Modeling
Precess Centrol Optinization
Alarms/Logging

INTELLIGENT AUTOMATION

Automated Decision Support

Adaptive Control Efficiency & Reliability
Adaptire Control

Optinization
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DT In SCADA Systems

WHAT IS A
DIGITAL TWIN
IN SCADA
SYSTEMS?

o
—
—
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DT and SCADA: Data Flow Relationship

SCADA collects data —

DT analyzes, predicts, and

feeds back optimized

control parameters —
SCADA executes actions.

This section illustrates the
seamless data flow from
physical sensors to the Digital
Twin, emphasizing how real-
time data collection enables
accurate representations of
physical assets. Understanding
this process is crucial for
effective monitoring and
decision-making in industrial
automation.

[Sensors & PLCs ]

J

[SCADA /Control Systems]

\

[ Data Aggregation / loT Platform

\

I Digital Twin '/ —|

Simulation Forecasting

! !

Predictive

Optimization .
P Maintenance

J

Feedback to Operations /
SCADA / Operators
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Integration Architecture

e A shared IoT and cloud platform connects SCADA systems with
DT models through APIs and OPC-UA protocols.

Cloud

SCADA Platform
interface

lezm=dd
Verd
=
Sensors, real Control
time data parameters, T a Data driven
capture actuators m simulation
- o models
Analytics and
insights for @
optimization,
control and
monitoring
L ) 106
Digital twin
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Example: Smart Manufacturing Line

e In a smart factory, SCADA controls real-time machine operations,
while DT predicts failures and simulates production optimization.
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Energy Management

DT uses SCADA data for turbine efficiency and fault detection in
hydro and wind plants.
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Smart Building Management

e DT simulates HVAC performance; SCADA ensures real-time
operation — together reducing energy cost by up to 20%.
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= IL ‘;_;,' ' T "?‘P
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Advantages and Limitations

e Advantages

Enhance real-time
monitoring and predictive
analytics, improving
operational efficiency
across various industries

e Limitations

High implementation costs
and data security concerns
can hinder the widespread
adoption of Digital Twin
technology.
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Conclusion

* Digital Twins elevate SCADA from monitoring to
intelligent decision-making. Their synergy marks a step
toward fully autonomous and optimized industrial
ecosystems
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Any Question
Or

Feedback
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Thanks
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