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Digital Twin Technology

Think of it as a virtual replica of a physical object, process, or system:

Concept introduced by Dr. Michael Grieves in 2002
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NASA used an early form of digital twins to monitor spacecraft
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Use Cases of Digital Twin
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Tools for Digital Twinning

® \nsys

Microsoft Azure Digital Twin Nvidia Omniverse Ansys Twin Builder Unity 3D
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Core Terms We'll Use Today

DTDL model: Defines
schema (properties,
components,
relationships)

Twin graph:
Connected set of twins
+ relationships

1

e

Relationship: Edge
Digital twin: Instance of a connecting twins (e.g.,
O/
model (e.qg., room-1, sensor-1) ) room-1 contains
sensor-1)

Event route / ADT Explorer: Portal-

Endpoint: Rules + :

</> hosted UI to view
target to send ADT graph, run queries
events out ’



How a Digital Twin Works?

Temperature &\ Temperature &\
Vibration (! Vibration (i
Current Current ;
\ / API
COMPRESSOR
MODEL
TE[I-INICAL
Temperature @ Temperature
Vibration Vibration
PHYSICAL
Current Current




Digital Twins Definition Language (DTDL)

PROPERTIES Name, Power rating, Serial No, Colour

DTDL = blueprint TELEMETRY Temperature, Vibration, Current

Digital Twin = house built from that blueprint

Sensors = utilities and gadgets in the house sending COMPONENTS

data

Azure = platform keeping track of all houses and RELATIONSHIPS

their data =

JSON-LD {c@}



B4 AZURE DIGITAL TWINS EXPLORER

Saved Queries

Base Consumer
el

Base Plant

Base Receiver

City Plant

Coal Plant

Data Object

Delivery SubStation

Domestic Cansumer

Farm Consumar

Gas Plant

Generator SubStation

Hydra Plant

Industrial Customer

SELECT * FROM digitaltwins

DTDL: Azure Digital Twins Graph
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Digital twin Model for Demo Factory Using DTDL

File Edit Selection View Go Run Terminal Help

. W Microsoft
B Azure

WA ARIUING.CE

%EH POWER ANALOG IN
SEASN G Vin 012345

1

L

Azure IoT Hub

Json Visual Studio



Digital twin Model for Demo Factory Using DTDL

fazail.bangash@giki.edu.

Microsoft Azure ' Search resources, services, and dacs (G+/)  Copilot
HIGHER EDUCATION COMMISSL

Azure services

B @ = 2 * Resource is Anything you create or use in

Create a Azure Al Kubernetes Virtual App Services Storage SQL databases  Azure Cosmos — More services

resource Foundry services machines accounts 08 AZ ure
* Think of it as a “tool” or “service” in the clot

Resources
Recent  Favorite

Name Last Viewed

No resources have been viewed recently

View all resources

.~ azure digital twins Pricing : All < Operating System : All < Publisher Type : All < Product Type : All <

| | Azure benefit eligible only © D Azure services only PrEEr Em=e £ O

53 Tile view

. — Né
e

Azure Digital Twins loT Bridge for Azure XMPro for Azure PartnerLinQ - Digital Industrial - Manufacturing
Connectivity Digital Twin Agent

Microsoft Cirrus Link Solutions ¥MPro PartnerLinG SymphonyAl

Azure Service Virtual Machine Azure Application Azure Application Saas

Create next-generation loT OT Data Ingestion For Data Models Create Real-Time Apps in Days with Delivers unparalleled connectivity, A Driven Operational Insights to
connected solutions that model the in Azure Digital Twin and real-time XMPro's Mo Code Application visibility, and intelligence across your Improve Operational Excellence
real world, Updated to Azure Data Explorer Composition Platform entire supply chain.

Starts at Starts at
$0.75/hour $2.000.00/month

Create v <& Create v v Create v o Create @ Subscribe




Azure Digital Twins © add toravorites

Microsoft | Azure Service

* 3.5 (11 ratings)

Eh Azure benefit eligible
Subscription Plan
Azure for Students o ‘ ‘ Azure Digital Twins

Home > Create a resource > Marketplace > Azure Digital Twins >

Create Resource
Azure Digital Twins

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folder to organize and manage
all your resources.

> configure: Subscription * | Azure for students
Subscription: Azure for students L resourcegroup e ST icion
= Resource group: DT_workshop Create new

* |ocation: South Asia Instance Detail

» Instance name: adtdemoinstance

Resource name * | adtdemaoinstance

Region * | Southeast Asia

Grant access to resource

To manage the elements within an instance, a user needs access to Azure Digital Twins data plane APIs, Select the
suggested role below to grant yourself full access to the data plane APIs. You can also use Access Control (|AM) to choose
appropriate roles later. Learn more 7

Assign Azure Digital Twins Data Owner Role @

Review + create < Previous | | Mext: Networking =




fazailbangash@giki.edu.. @
HIGHER EDUCATION commissL_. @&

= Microsoft Azure 2 Search resources, services, and docs (G+/) T copilot

Home >

w adtdemoinstance | Overview
Deployment

o § oote © et T sty & e ) et « Instance is A specific copy of a

;:H:w v resource that you Can use.

Start time : 9/13/2025, 42523 PM

= Outputs Subscription : Azure for Students Correlation ID : 1fa8d06d-3ed8-4d8a-9eb0-c3fa03b36... Microsoft Defender for Cloud o YO u r OWn d e p | Oye d CO py Of AZ u re

Resource group @ DT_workshop

= Template Secure your apps and infrastructure

Digital Twins that you can configure,
use, and connect to your devices.

Start learning today >

" Deployment details

Resource Type Status Operation details

. Work with t
(=] adtdemoinstance Q: Azure Digital Twins Created Operation details oricwith an exper

Azure experts are service provider partners
A EEEEEEEEEEE— 4

who can help manage your assets on Azure
and be your first line of support.

Give feedback
Find an Azure expert >

A7 Tell us about your experience with deployment

Home >

«» adtdemoinstance | Overview
Deployment

|P Eearch ]E[ Delete 'S' Cancel "t Redeploy i Download C_) Refresh

Overview .
@ Your deployment is complete

< Inputs

ﬁ Deployment name : adtdemoinstance Start time : 9/13/2025, 4:25:34 PM
= Cutputs Subscription » Azure for Students Correlation ID : 1fa8d06d-3ed8-4d8a-9eb0-c3fa03b3k...
Resource group @ DT_workshop

Y Template

*Resource = the recipe
‘Instance = the cake you baked using that refipe

Deployment details

Next steps

Go to resource

Give feedback

& Tell us about your experience with deployment




Home » adtdemoinstance

'OR adtdemoinstance | Access control (IAM)

Azure Digital Twins

a2

|P Search = Add ~ < Download role assignments Edit columns () Refresh Delete ,ﬂ? Feedback

. .
5 Overview

Check access  Role assignments Roles Deny assignments Classic administrators

B Activity log

View my level of access to this resource.
€ Tags

#{ Diagnose and solve problems
Check access

Review the level of access a user, group, service principal, or managed identity has to this resource. Learn more &7

.:. Resource visualizer
> Settings

» Connect outputs

* Access control to manage who can do what in your Azure
resources
* permission to read data, edit a digital twin, or manage your IoT

'OR adtdemoinstance | Access control (IAM)

Azure Digital Twins

|P Search = Add ~ < Download role assignments E umns L_J) Refresh 1ele PT" Feedback

£ Overview Add role assignment

nole assignments Foles Deny assignments Classic administrators

B Activity log

Ao Access control (IAM)




* Your Azure Digital Twins instance, IoT Hub, and Function App are resources in the cloud
* You don't want just anyone to change models, read sensitive sensor data, or delete twins

fazailbangash@giki.edu... @

O Copilot
P HIGHER EDUCATION COMMISSL... ..

- L10 ro e aSS| g n ment - i = Microsoft Azure P Search resources, services, and docs (G+/)

Home » adtdemoinstance | Access control (IAM) > Select members
Add role assignment

‘ S fazail

* L
r A o 1 1
Role Members Conditions Review + assign Role Members  Conditions  Review + assign Darakhshan Fazail
© 19100203 @lums.edu.pk

FAZAIL ZAHCOR
A role definition is a collection of permissions. You can use the built-in roles or you can create your ewn custom roles. Learn more Selected role Azure Digital Twins Data Owner SPI7-BC5-011@vhrstudent.comsats.edu.pk
Fazail Ahmad
17110153@lums.edu.pk
FAZAIL AHMAD BADAR
04432213028@pern.onmicrosoft.com

Assign access to (®) user, group, or service principal

Job function roles  Privileged administrator roles i
e — Fazail Bangash Research Associate FME
Members + Select members fazail bangash@giki.edu.pk

Selected members:

Grant access to Azure resources based on job function, such as the ability to create virtual machines. N obiect1n
ame i

e Fazail Bangash Research Associate FME

No members selected
fazail bangash@giki.edu.pk

|p Azure Digital twins Data cwned * Type: All Category : All Description optionsl

Name T Description T,

Azure Digital Twins Data Owner Full access role for Digital Twins data-plane
Review + assign | | Previous ‘ ‘




Connecting to Azure Digital Twins Instance

NET
daya APls/SDKs

Python :
Client A i
Javascript RN ﬁ Azure Digital

twins Instance
Go

A




Using Azure Digital Twins Explorer

ADT host lin

Azure Digital Twins URL

Configuration data is saved in local storage.

Save Cancel

nome >

i of this Azure Digital Twins instance. || +1

[ %) adtdemOinSta nce = ¥ - My | Howdoltroubleshoot issues with this Azure Digital Twins instance? Show me the pro@
-

Azure Digital Twins

' Search | & < [ Delete & Open Azure Digital Twins Explorer (preview)

£% Overview s Essentials JSON View

ES

E Activity log Resource group (move) : DT workshop

8o Access control (1AM) Location © Southeast Asia Host name : adtdemoinstance.api.sea.digitaltwins.azure.net

Subscription (move) + Azure for Students

& Taoc


https://www.youtube.com/redirect?event=video_description&redir_token=QUFFLUhqbElKZlUwSFA4Nk5kYXpEQmxvWlNJQzlnTXhyUXxBQ3Jtc0ttQXJCVy13UGstTWJCMS1lMlJHcmFwMUVYZHBXUzRlRDZMREZncm41ODJwRTVpRll5VkpFc1BBMGtkSTlzMEhrWUtxWWZlVzd3amp5a1VhT0YtRWltRDl3cWZfUEdrYXh4czdfcWN2ZUNyX0x1aWFwSQ&q=https%3A%2F%2Flnkd.in%2FdfA994M&v=YBwraf72BKI

oading the model to Azure DT App

0 Azure Digital Twins Explorer

QUERY EXPLORER

‘ Saved Queries V| | SELECT * FROM digitaltwins

0 Model Information
MODELS TWIN GRAPH MODEL GRAPH

“@id": "dtmi:demo:Factory;1"

"ftype”: "Interface”

Bcontext”

"dtmi:dtdl:context;2"

"displayName": “Factory Interface Model",

contents"

“name
"@type”: "Property”

“schema": "double”

"Humidity”,
Property”

"double”




Creating Demo Twin in ADT

New Twin name

dtworkshopdemntwin‘

Save Cancel

* Arequest to get specific data from a system or database.
* Asking Azure Digital Twins: “Show all scenarios where humidity > 60.”



Creating IoT Hub for updating Digital twin

Azure Cloud

i) 0 — -6

Azure loT Hub Azure Function App Azure Digital Twins




P Search resources, services, and docs (G+/)

0 copilot

Create a Azure Al
resource Foundry

Resources
Recent  Favorite

Name

£ Search resources, services, and docs (G+/)

B @ = B
o = ﬁ
Kubernetes Virtual App Services Storage

services machines accounts

No resources have been viewed recently

View all resources

O copilot

[.2 16T hub %

D Azure benefit eligible only © |:| Azure services only

Showing 1 to 20 of 54 results for ‘loT hub'. Clear search

loT Hub uxdiot for loT Hub

Microsoft Device Insight GmbH

Azure Service Azure Application

Connect, moniter and manage Io|

through loT Hub

uxdiot lets you directly connect your
devices vieb application to your loT devices

Pricing : All < Operating System : All X Publisher Type : All X

Publisher name : All <

@ ¢

Device Update for loT Hub

Azure loT Hub Device
Provisioning Service

Microsoft Microsoft

Azure Service Azure Service

Seamless, zero-touch registration of
devices to loT Hub with security that
begins at the device and ends with Hub.
our cloud

Securely and Reliably update your

devices with Device Update for loT

fazail.bangash@giki.edu...
HIGHER EDUCATION COMMISSL..

SQL databases  Azure Cosmos  More services

DB

Last Viewed

fazail.bangash@giki.edu.

HIGHER EDUCATION COMMISSL...

Product Type: All <

& Tile view

f Free trial B

Tartabit loT Bridge

Tartabit, LLC.
SaaS

Bridge LPWAN & LWM2M devices
quickly to your Azure services to
build world class 10T solutions.

Microsoft Azure

L) Search resources, services, and docs (G+/)

Home > Create a resource » Marketplace > loT Hub >

loT hub

Microsoft

Create an loT hub to help you connect, monitor, and manage billions of your loT assets. Learn more

Project details

Choose the subscription you'll use to manage deployments and costs. Use resource groups like folders to help you

organize and manage resources.

Subscription * (D

L

Resource group * (0

Instance details

10T hub name * (@
Region * (0
Tier

Daily message limit (&

Disaster Recover

| Azure for Students

| DT_workshop

Create new

| dtworkshopadtiothub

]

| Southeast Asia

< Previous

Review + create

: Networking =

* IoT Hub receives data and acts as a gateway before
sending it to Azure Digital Twins via Azure Functions




Creating a Device

5 = MonAnm
Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > dtworkshopiothub | Devices >
Home » dtworkshopiothub

- - . * Create a device
i} dtworkshopiothub | Devices » l._%.\

loT Hub

| 2 search < View, create, delete, and update devices in your loT Hub. Learn more

LW wElviTew

N o Find Certified for Azure loT devices in the Device Catalog
- + Add Device == Edit columns C_) Refresh
B Activity log

A Access control (IAM) | % enter device ID | Types: All —+ Add filter

Device ID* (D

I dtworkshopdevicel

€ Tags

7. Diagnose and solve problems Device ID

|:| loT Edge Device

Events

<+« Resource visualizer There are no devices to display. Authentication type (&

~~ Device management IZ: Sl 3500 self-Signed  X.509 CA Signed :ﬁl

Auto-generate keys (O

& 0T Edge
Configurations + . ) -
A Deployments Connect this device to an loT hub &

./. - .\.
" Updates '.m Disable )

_E Queries

Parent device (O

Mo parent device
Set a parent device




Developing Azure Function App for Ingesting data into
Azure Diqgital Twin

Configure your new project

Search for templates (Alt+5) P~
Azure Functions o  Amre  Coud
All languages =| Al project types

Project name
’ Azure Functions

A template to create an Azure Function project.

drworkshopdemoingestfunction

c# Azure Cloud Location

Azure Weblob (NET Framework) C:\Users\User\source\repos
@ A project template for creating WebJobs which allow you to run programs in your Azure Web Apps.

¢ Amre  Cloud Solution name ()
Azure Weblob [(NET Framework) drworkshopdemoingestfunction

@ A project template for creating WebJobs which allow you to run programs in your Azure Web Apps.
Place solution and project in the same directory
Wisual Basic Azure Cloud

Project will be created in "C\Users\User\source\repos\drworkshopdemoingestfunction
\drworkshopdemeoingestfunction),™

Additional information

Azure Functions ¢ Azre  Coud

Functions worker (&)

MET Framework Isolated w4
Function (@

Event Gnd tnigger

+ | Use Azurite for runtime storage account (AzureWeblobsStorage) ()




Now Function to Interact with ADT,

DQ File Edit View Git Project Build Debug Test Analyze Tools Extensions Window Help

Jai0|dxg 1aneg

xogjoo]

8- ol Debug ~ AnyCPU » P factorytwiningestfunction ~ I

=

Function.cs

(¢ factorytwiningestfunction - h factorytwiningestfunction.Function v
System

Microsoft.Azure.WebJobs;

Microsoft.Azure.EventGrid.Models;

Microsoft.Azure.WebJobs . Extensions.EventGrid;

Microsoft.Extensions.Logging;

factorytwiningestfunction

lame("Functionl")]
Run([EventGridTrigger]EventGridEvent eventGridEvent, ILogger log)

log.LogInformation(eventGridEvent.Data.ToString());

factorytwiningestfunction

&) Live Share

» & Solution Explorer

~

! Run(EventGridEvent eventGridEvent, ILogger log) T F

A

@d 0-59@ pl=

+
il

| Solution 'factorytwiningestfunction’ (1 of 1 project)

Build

Rebuild

Clean

Analyze and Code Cleanup
Pack

Publish..

Scope to This

New Solution Explorer View
Edit Drniart Fila

Add

Manage NuGet Packages...

Manage User Secrets

Set as Startup Project
Debug

% Cut Ctrl+X

b Ctrl+V
Remove

Rename

setting up ADT SDK

ﬁ]

Azure.DigitalTwins.ca

Azure.identity

System.net

Azure.core




l}g File Edit View Git Project Build Debug Test Tools Extensions Window Help Q Search v drwe l}g File FEdit View Git Project Build Debug Test Tools Extensions Window Help Q, Search v

© v ?}—Iv 'D ] Debug ~ AnyCPU v P drworkshopdemoingestfunction v @ v ?j v 'a B & Debug v AnyCPU v P drworkshopdemoingestfuncti

NuGet: drwor...gestfunction X| Functionl.cs What's New? NuGet: drwor...gestfunction * X| Functionl.cs What's New?

Browse  Installed&  Updates5 NuGet Package Manager Browse Installed & Updates 5 NuGet Package Man

azure.digital X~ G Include prerelease azure.identity X~ G Include prerelease

Azure.DigitalTwins.Core @ by azure-sdk, Microsoft, 1.66M downloads B Azure.ldentity @ by azure-sdk, Microsoft, 1.11B downloads
SDK for the Azure Digital Twins service Provides APls for authenticating to Microsoft Entra D

Microsoft.Azure.DigitalTwins.Parser @ by johndo-ms, Microsoft, Microsoft) d43.127 y Microsoft.Identity.Client @ by AzureAD, Microsoft, 1.78B downloads
Digital Twins Definition Language model parser This package contains the binaries of the Microsoft Authentication Library for NET

This package version is deprecated. (MSALNET).

EvoHtmIToPdf Azure _Client by evopd, 1.02M downloads o e T Microsoft.Identity.Client.Extensions.Msal @ by /zureAD, Microsoft, 1.018 dor 4770
EVO HTML to PDF Client Library for Azure can be easily |ntegrated in any Azure application This package contains the public client (desktop) caching to Microsoft Authentication
for [NET to create PDF documents from HTML pages and strings. | ihrane for MET (MSAL BIETY

NuGet: drwor...gestfunction 2 X| Functionl.cs What's New?

NuGet: drwor...gestfunction & }(| Functionl.cs What's New?

Browse  Installed & Updates's NuGet Package
Browse  Installed &  Updates s N

azure.core X v G| | Include prerelease

system.net.hitp X~ G Include prerelease

Azure.Core @ by azure-sdk, Microsoft, 2478 downloads
This is the implementation of the Azure Client Pipeline
ner System.Net.Http @ by aspnet, dotnetframework, Microsoft, 2.9 downle x
Provides a programming interface for modern HTTP applications, including HT P

components that allow applications to consume web services over HTTP and F 1 Azure.Core. Amqp @ by azure-sdk, Microsoft, 226M downloads
This library contains AMCP model types used by Azure libraries,

Cuctam Mat Htdn lean @& b doiectfencnmonrle WMicracaf A TOR daunlan




Publish

Publishing the Functions app to Azure

Where are you publishing today?

Target &
&

=

Azure
Host your application to the Microsoft cloud

Folder
Publish your application to a local folder o file share

Import Profile
Import your publish settings to deploy your app

Create new

; Function App
[l fazail.bangash@giki.edu.pk (Higher Education Ci -

MName

| drwerkshopdemoingestfunction20250914035318]

Subscription name

Azure for Students

Resource group

DT_workshop (Southeast Asia)

Plan Type

Consumption

Location

Australia Central

Azure Storage

drworkshopdemoingestfunc® (Australia Central)

Application Insights

drworkshopdemaingestfunction* ()

Create Cancel

M= Azure Storage

C
Select existing or create a new Azure Function Create new [ reate new

ENbah Higher Education Comm... _ Function App

fazail.bangash@giki.edu.pk

R—_— Subscription name
arg
Azure for Students Account name
Mame
Functions instance drweorkshopdemoingestfunc
- drwaorkshopdemoingestfunction20250914035318|
Search + Create new

Deployment type Account type

Subscription name
Azure for Students Standare  Locally Redundant Storage

There are no existing instances available

Create a new instance
Resource group

DT_workshop (Southeast Asia)

Plan Type

Consumption

Location

Australia Central

Azure Storage
drworkshopdemoingestfunc® (Australia Central)

¥ | Run from package file (recommended) Application Insights

drworkshopdemoingestfunction® 0

Cancel

Create Cancel Cancel




Connecting Azure IoT Hub to Function App

Microsoft Azure P search resource:

: & G @ & [(waibngshegiied. §
Microsoft Azure P Search resources, services, and docs (G+/) D Coplot ®o 0 A Lo @

Home > drworkshopdemoingestfunction20250914041956

: : drworkshopdemoingestfunction20250914041956 | Identity
2 drworkshopdemoingestfunction20250914041956 » « ¥ function App

Functon App.

Home

s o .
2 Search o « O trowse () Reesh [ Stop 3 Restart L Getpublishprofile ) Reset publish profile & Download app content i Delete Send us your feedback System assigned  User assigned Microsoft Azure £ Search

% Overview

% overview @ updateyour P 10,2026 A system assigned managed identity is restricted to one per resource and is tied to the lifecycle|

Microsoft Entra ID, 5o you don't have to store any credentials in code.

@ Activity log

Home » drworkshopdemoingestfunction20250914041956 | Identity >

& acitylog

~ Essentals JSON View

A Access control (IAM)

B Access contiol (AM) [ save X piscard O Refresh ¢ Troubleshoot | &7 Got feedback?

Resourcegroup (n0ue) defaultesoucegioup-sea Defaut domain doworkshopdemoingestiunctio urewebitesnel

¢ Tags

Azure role assignments

Lad Status + Running Operating system + Windows

Diagnose and solve problems
P Diagnose and soveproblems Location (moye)  Southeast Asa App Senice Plan Southeasths & i P

' MicrosoftDefender for Cloug Subscription (mose) zure for Students Runtime version 484210025374 Microsoft Defender for Cloud

Euents (preien) Subscription D + eT404S-4851-4577-be5d-0810387¢8228 Events (preview)

Log stream Tags (e Addtags Log stream

A Resource visualizer %+ Resource visualizer
Functions  Metrics  Properties  Notifications (1

Funcions S Functions Azure role assignments

0 o
Deplment + cate {} setuploal emboment ) st Deployment

Subscription *

# Deploymentsots 5 _Fierbynome. [ This resource s registered with Microsoft Enra D. The managed identity can be configured to

Deployment siots

Azure for Students ~
@ Osployment Center

Settings Name Trigger Status Monitor Role Resource Name

1] Environment varizbles

IoTHub Eventiub Event Hub Qenabied Invocations and more No role assignments found for the selected subscription.
11 Configurtion

fazail.bangash@giki.edu... @
HIGHER EDUCATION COMMIsSL.. @&

Add role assignment (Preview)

* It tells Azure: -
“Whenever a device sends telemetry, trigger this functiqn”woseoos

Subscription

| Azure for Students

Resource group (O

| DT_workshop

Role @

| Azure Digital Twins Data Owner ©

Learn more about RBAC



Setting up Environmental Variable

* Copy the host name from Dtinsatnce and paste here

Microsoft Azure

Home >

<4+ drworkshopdemoingestfunction20250914041956 =

fazail bangash@giki.edu.. @

Microsoft Azure
HIGHER EDUCATION coMmissL. (6.

P Search resources, services, and docs (G+/) L/] Copilot

7 erowse () Refresh [ Stop < Restart — Swap

Home >

> Overview

H H ~ Essentials
/» drworkshopdemoingestfunction20250914041956 = #
Function App H Activitylog Resource group (move) iltresourcegroup-sea
8 Access control (IAM) Status Running
¢« = rowse () Refresh [ Stop O Restat = Swap ¥ Get publish prafile ) Reset publish profile ¥ Download app content [ Delete s your feedback @ Tags Location (move) Southeast Asia
> Hunctions - ~ 2 Diagnose and solve problems Subscription (move) Azure for Students
(1) Update your function app to the isolated worker model for continued suppart. The in-process model will be retired starting November 10, 2026. @ wicrosort Detender for Gloud Subscription 1D be140849-e85-4577-be64-dal

~ Deployment

Events (preview) Tags (edit) 1 Add tags

~ Essentials

Deployment slots

Log stream Functions  Metrics  Properties  Notifications (0)
Default doma . . JE——
Resource visualizer

Resource group (move) : defaultresourcegro:
@ Deployment Center group oy B
Status : Running Functions - create  {} setup local environment ~ () Refresh
W Settings
Location (move) : Southeast Asia App Service Plan : SoutheastAsiaPlan (Y1:0) Deployment
{X] Envirenment variables X i & Dent. .
Subscription (move) : Azure for Students Runtime version 1 484210025374 5 Deployment slots

Name

Il configuration & Deployment Center

Subscription 1D : be140849-e85f-4577-be64-dg

Settings

Configuration

. 10THUb_EventHub1
“a Durable Functions 0THUb_EventHu

Add/Edit applicati

Name ~

alue hitps function202509 «

Deployment slot setting

App settings  Connection strings

i = Micosoft Azure P Search resources,services, and docs (6+/)
] fresh < Showvalues ¢ Advanced edit 1> Pull reference values
Home > drworkshopdemoingestfunction20250914041956

Value !|! drworkshopdemoingestfunction20250914041956 | Configuration

Function App

APPLICATIONINSIGHTS_CONI © show value

£ search o« O Refresh X © Leave Feedback
AzurewebiobsStorage © Show value

% Overview [} from

ditworkshopiothub_events_IOTHUB © Show value @ Activity log
it
Function runtime settings ~ General settings  Path mappings
FUNCTIONS_EXTENSION_VERSION © Show value R

€ Tags

FUNCTIONS_INPROC_NETS_ENABLED © Show value Runtime version &

2 Diagnose and solve problems

FUNCTIONS_WORKER_RUNTIME © Show value i .
@ Microsoft Defender for Cloud Daily Usage Quota (GB-... \B—

WEBSITE_CONTENTAZUREFILECONNECTIONSTRING © Show value Events (preview) © When the daily usage quota s exceedsd, the function app s stopped until the next day at 0:00 AM UTC,
WEBSITE_CONTENTSHARE @ Show value @ Log stream

WEESITE_USE_PLACEHOLDER_DOTNETISOLATED © Show value

[ oiscara

* We need to setup an EV to make “url” of our DTinsatnce accessible to our function app



Setting IoTHub to Send Messages to App

Azure services

R =
Create a 10T Hub Al resources Quickstart Aaure Al Kubernetes Virtual App Services Storage More services
resource Center Foundry services machines accounts

Microsoft Azure

Home >

oy dtworkshopiothub = = M Remer e

leT Hub

—> Move pelete () Refresh

Home > dtworkshopiothub

dtworkshopiothub | Events =« -

laT Hub

Resources

I Overview ~ Essentials

Recent  Favorite

Resource group (move) : DT workshop

E Activity log

Type Last Viewed )
_ QQ fecsss centrel (A o .
diworkshopiothub 10T Hub 2 few seconds ago Location : Southeast Asia ‘ O Searc | B e ) 57 Gi
® Tags £ Search ¢ Refresh 2 Give feedback
Azure Digital Twins a few seconds ago Service regiDn : Southeast Asia

lve problems ul -
<> drworkshopdemoingestfunction20250914041956 Function App an hour ago P Subseription (move) 1 Azure for Stude ;5‘. Cverview oo cr|pt|ons

= dtworkshopstorage Storage account 4 hours ago

B Activity log

@ dtworkshopapplicationinsights Application Insights 2 days ago

Tags (edit] 1 Add tags

() or_workshop Resource group 2 days ago » Device management 'QQ Access control (LAM)

See more

See all

> Hub settings Usage  Get started

> Security settings
> Defender for IoT
> Monitoring
> Autamation

> Help

Microsoft Azure P Search resources, senvices, and docs (G+/) © Copilot 5 @ g 2 fasilbangash@gikied:
HIGHER EDUCATION COMMISS

Home > dtworkshopiothub | Events >

~ Create Event Subscription
= EventGrid

Subscription

Basics  Filters  Additional Features  Delivery Properties ‘Azure for Students

for the topic d send them to the endpoint Resource group
DefaultResourceGroup-SEA

EVENT SUBSCRIPTION DETAILS

Funcion app *
Name+ [Satseicamame

et [Gentorsems

siot* ©

Production
TOPIC DETAILS
Function * ©

Pick a topic © \ Learn more

1OTHubtoTwins

Topic Type X 10T Hub

Source Resource & dtworkshopiothub

st g e © [eioperame

EVENT TYPES

Pick which event types get pushed tJllur destination. Learn more.

Filte to Event Types * Device Telemetry

ENDPOINT DETAILS

Pick an event handler to receive youlllEnts. Learn more

— e * To connect function app to iothub, we
need to setup coming device messages
as Events



IoT Central App

P Search resources, services, and docs (G+/) Copilot

 Live data

loT Central Applications -~ @ | HowmanyloT Central Applicstions do | have i total? | | Listall 1 Central Appiicstions crasted recently using ARG tt .

Filter IoT Central Applications by resource group and location.
Higher Education Commission (pern.enmicrosoft

~+ create 5! Manage view ~ () Refresh b Exporttocsv I Open query

(@ You are viewing a new version of Browse experience. Click here to access the old experience.

W Filter for any field... Subscription equals all  Resource Group equalsall X Location equalsall X+ Add filter

Type Resource Group Location Subscription

] 9 dtworkshopeps “++ IoT Central Application DT_workshop Southeast Asia Azure for Students
Microsoft Azure @® Upgrade O Search resources, services, and dd

Home > IoT Central Applications >

loT Central Application

Basics Tags  Review + create

Create an loT Central application with an application template. loT Central is an IoT app platform that allows you to
rapidly build enterprise-grade loT solutions on a secure, reliable and scalable infrastructure. Learn more

Project details

Select the subscription to manage the de]
organize and manage all your resources.

Subscription * © Free Trial

Resource group * © 10T-RG
R Search for devices ?

[Create new

Create new device template Instance details

Resource name * khurramdth V]
Select type

A device template is like a blueprint. It defines the characteristics and behaviors of devices that connect to your application.

Application URL * khurramdth v]

azureiotcentral.com
Create a custom device template

Template * © Custom application

Region * East US

Pricing plan * @ Standard 2

loT device Azure loT Edge

Import a capability model or Cre: mplate that features Azure loT
capabilties from scratch. Edge and gateway scenarios,



@ Sselect type Device templates > Create new device template

Connect O Review

Select type

Devices A device template is like a blueprint. It defines the characteristics and behaviors of devices that connect to your application.

Device groups

Create a custom device template
Device templates
Edge manifests

Analyze

kﬁ Data explorer

EB  Dashboards

loT device Azure loT Edge khurramdth

Import a capability model or build Create a template that features Azure loT

capabilities from scratch. Edge and gateway scenarios.

- =l Rename [i] Delete
[ Jobs

Manage

Connect

Extend Device templates > khurramdth11

Devices

khurramdth11

Device groups

Device templates Greaiealmodel

5 Build a custom model from scratch, or import an existing model.
Edge manifests

e Analyze
-elect type Device templates > Create new device template

Connect Customize 5 K2 Data explorer
Customize

Devices Review i EH  Dashboards
Device template name

Device groups khurramdth11 Manage
Device templates |:\ This is a gateway device. Learn more. =7 Custom model Import a model
Start with a blank model and shape your Start by importing your model file.
Edge manifests device from scratch.
Extend
Analyze
% Rules
kK Data explorer
<z Data export
EH  Dashboards

Security
Manage

Audit logs
[ Jobs

Q§ Permissions
Extend

%  Rules
<3 Data export
Security

Audit logs
Q Permissions

Settings

[P Application previous | [JINCXEREUSHIN




Connect
@ Devices

Device groups

' @, Device templates

@ Edge manifests
Analyze

k2 Data explorer
BB Dashboards
Manage

3 Jobs

Extend

%  Rules

Search for devi

L Manage testdevice 1 Publish Til Delete

Device templates > khurramdth11 > Model > khurramdth11

khurramdth11

Application updated: Never  Interfaces published: Never

Model
A Model khurramdth11 Draft

khurramdth11 Add capabilities specific to this device model. Learn more =/

Raw data [ save -+ Add capability ¢’ Editidentity '~ Export [i] Delete

Views
Display name Name
Temperature Temperature

Humidity Humidity

—+ Add capability

Capability type

Telemetry

Telemetry

(0]

{} EditDTDL

Semantic type ©

Temperature

Humidity

4% Manage test device 1 Publish =B Rename [i] Delete 7 Publish Rename [i] Delete

Connect Device templates > khurramdth11 > Model > khurramdth11 jesiitew

@ Devices khurramdth11

Interfaces published: Never

l:l  Device groups
&, Device templates
@ Edge manifests
Analyze

k2 Data explorer

EH  Dashboards
Manage

[ Jobs

Extend

%  Rules

Application updated: Never  Interfaces published: Never

A Model khurramdth11

khurramdth11 Add capabilities specific to this device model. Learn more =7

Raw data ~ Add capability ¢ Editidentity '~ Export [il Delete

Views

Views |

Display name

Temperature
Humidity

—+ Add capability

Draft

Name

Temperature

Humidity

Capability type

Telemetry

Telemetry

(0]

s Edit DTDL

Semantic type @

Temperature

Humidity

Select to add a new view

Editing device and cloud data

Use this view to create a form to edit and
View properties defined in your capability
model and solution model

Visualizing the device

Use this view to create a rich dashboard of
the capability model using an array of
charts, gauges and metrics tiles

_ur rate default v

Generate default views

Generate default device views to quickly
begin displaying device information within
an intuitive dashboard experience




Connect

@  Devices

l:]  Device groups
I @, Device templates

@5 Edge manifests

Analyze

k2  Data explorer

BB Dashboards

Manage

2 Jobs

Extend

% Rules

3 Data export

< Back [ Delete [
Edit view

V' View settings

View name * @

Overview

Add a tile

Start with a visual  Start with devices

Choose the type of visual you want to
show on your tile, and then click Add tile
(or just drag and drop it on the canvas)
Click the Settings icon on your new tile
to add content or device data.

4l Key Performance Indicator (K...
Set up telemetry for devices over a
set time range

Last known value (LKV)
Show the last value reported for

one or more devices

Copy [ Configure preview device

<
Temperature, Humidity

Publish this device template to the application X

Publish the device template once you have finished building the template and are ready to create real or simulated devices.

If you have connected devices, publishing the device template will push the latest changes to those devices.

The following indicates what has changes and will be published.
Device template (0)
Interfaces ©

views ©

Cancel

N

N W2 Db X
KPI

Bar chart

Heatmap

Line chart

Pie chart

Last Known Value

Last Known Value

Create a new device

To create a new device, select a device template, a name, and a unique ID. Learn more =7
Device name © ©

dcOfee4368

Device ID * ®

dcOfee4368

Device template
khurramdth11
Simulate this device?

A simulated device generates telemetry that enables you to test the behavior of your application before you connect a real device.

Azure loT Edge device?
Azure loT Edge moves cloud analytics and custom business logic from the cloud to your devices.

No

_ Cancel

khurramdth

Rename [i] Delete
Connect

@ Devices Device templates > khurramdth11 > Model > khurramdth11

khurramdth11

Application updated: now Interfaces published: now

l:]  Device groups

@, Device templates

A Model
@ Edge manifests khurramdth11

khurramdthi1 Add capabilities specific {
Analyze

Raw data s
kZ  Data explorer Add capi

A Views
E8  Dashboards Display name

Overview
Manage Temperature

: About
[ Jobs .
Humidity
Extend
& —+ Add capability
%  Rules

<3  Data export




Connect
| @ Devices

Device groups
@, Device templates
@ Edge manifests
Analyze
k2 Data explorer
EH  Dashboards
Manage
(2 Jobs

Extend

Devices

Filter templates
All devices

khurramdth11

Connect
@ Devices
L] Device groups
@, Device templates
@ Edge manifests
Analyze
k2 Data explorer
B Dashboards
Manage
[ Jobs
Extend
%  Rules

Data export
Security

Audit logs

@ Permissions

All devices

Device explorer helps you see all your devices. Detailed information like device raw data helps you troubleshoot. Learn more =

Device name dcoOfeed368 Device template
khurramdth11

Provisioned khurramdth11
B Raw data

Device ID

@  dcofees3s8

Device template ID

@  dtmitbnont50:19pmkgk

Properties

@, Manage template ™ Manage device

Devices > khurramdth11 > dcOfee4368

dcOfee4368

[ Connected | Last data received: 9/16/2025, 9:54:14 PM | SIMULATED | Organization: khurramdth

Overview | Rawdata Mapped aliases Files

Temperature, Humidity

® Temperature ® Humidity

58.61

Average, Past 12 hours

Humidity

46.79

09:25 PM 09:56 PM
16/09/2025 16/09/2025 Average, Past 12 hours

Organization

khurramdth
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